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DETAILED ACTION 

This Office action is in response to applicant's remarks submitted 4 December 
2007 based on application 10/532,988 originally filed 28 April 2005. Claims 1-16, as 
amended, are currently pending and have been considered below. 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 
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consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 



2. Claims 1-3, 6-14, and 16 rejected under 35 U.S.C. 103(a) as being unpatentable 
over Nagamasa et al (US PGPub 2004/0177215) hereinafter known as Nagamasa in 
view of Kawaura (US Patent 6,886,069). 

Claim 1: Nagamasa teaches a semiconductor memory card comprising a tamper 
resistant module (Fig 1, 150 - IC Card Chip and 120 - Controller Chip) and a 
nonvolatile memory (Fig 1 , 130 - Flash memory chip), wherein the tamper resistant 
module includes: an internal memory having a usage area used by a program stored in 
the tamper resistant module (Fig 26, 162 - EEPROM; Section [0043]); and a processing 
unit (Fig 1 , 1 20 - Controller Chip and Fig 26, 1 58 - CPU), and when requested by the 
program, the processing unit is operable to (i) assign an area in the nonvolatile memory 
to the program (Section [0051]), and (ii) generate, on the internal memory of the tamper 
resistant module, access information for the assigned area, the usage area and the 
assigned area thereby composing a total area for use by the program (Section [0052], 
Section [0055]). In Claim 2, Nagamasa teaches a semiconductor memory card wherein 
the internal memory stores a first area table indicating a location and a size of the usage 
area, and a second area table indicating a location and a size of the assigned area, and 
the access information is the second area table (Section [0051], Section [0052], Fig 21). 
In Claim 3, Nagamasa teaches a semiconductor memory card wherein the processing 
unit comprises: an assigning unit operable to assign, at a time of the generation of the 
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access information, an encryption key which the program uses in accessing the 
assigned area (Fig 23, 2321 - User Certificate; Section [0055]); an encrypting unit 
operable, at a time of the program writing data to the assigned area, to encrypt the data 
(Fig 23, 2313; Section [0055]); and a decrypting unit operable, at a time of the program 
reading data from the assigned area, to decrypt the data (Fig 23 - 2324; Section 
[0055]). In Claim 6, Nagamasa teaches a semiconductor memory card wherein the 
nonvolatile memory includes a first memory module (Fig 1 , 1 30 - Flash memory chip) 
and a second memory module (Fig 26, 160 - RAM), and a unit of writing in the second 
memory module is smaller than a unit of writing in the first memory module, and the 
second memory module stores file management data (Section [0043]). In Claim 8, 
Nagamasa teaches a semiconductor memory card wherein the internal memory of the 
tamper resistant module includes a first memory module (Fig 26, 162 - EEPROM) and a 
second memory module (Fig 26, 160 - RAM), and a unit of writing in the second 
memory module is smaller than a unit of writing in the first memory module, and the 
second memory module stores file management data (Section [0043]). In Claims 7 and 
9, Nagamasa teaches a semiconductor memory card wherein the second memory 
module is one of a Ferroelectric Random Access Memory and a Magnetoresistive 
Random Access Memory (Fig 26, 160 - RAM). In Claim 10, Nagamasa teaches a 
semiconductor memory card being a multi-application memory card, wherein the 
program is one of a plurality of applications with which the memory card is compatible, 
and the internal memory has a plurality of usage areas corresponding one to one to the 
applications (Fig 21, multiple areas are assigned to different processes; Section [0051]). 
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In Claim 11, Nagamasa teaches a semiconductor memory card wherein at a time of 
addition of one of the applications to the memory card, the processing unit assigns an 
area to be used by the added application (Fig 21 , multiple areas are assigned to 
different processes; Section [0051]). In Claim 12, Nagamasa teaches a semiconductor 
memory card wherein the assigned area is a file system in which files are stored (Fig 
21, 2130 -User File Area). In Claim 13, Nagamasa teaches a semiconductor memory 
card wherein the tamper resistant module includes a CPU that executes the program 
(Fig 1,121- CPU). In Claim 14, Nagamasa teaches a semiconductor memory card 
including a host interface which is an interface with a device connected to the memory 
card, wherein the host interface judges whether a command from the device is an 
expansion command, and the program starts, if the command is judged to be the 
expansion command (Section [0059]; DIO terminal 2544). In Claim 16, Nagamasa 
teaches a controlling program in a semiconductor memory card that comprises a tamper 
resistant module (Fig 1, 150 - IC Card Chip and 120 - Controller Chip) and a 
nonvolatile memory (Fig 1 , 130 - Flash memory chip), and that is executed by a CPU in 
the tamper resistant module, wherein the tamper resistant module includes an internal 
memory having a usage area used by an application stored in the tamper resistant 
module (Fig 26, 162 - EEPROM; Section [0043]); and the controlling program is 
operable to (i) assign an area in the nonvolatile memory to the application (Section 
[0051]), and (ii) generate, on the internal memory of the tamper resistant module, 
access information for the assigned area, the usage area and the assigned area 
thereby composing a total area for use by the application (Section [0055]). 
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In Claims 1 and 16, while Nagamasa discloses a ROM (Fig 26, 159) in the IC 
card chip (Fig 26, 150), Nagamasa does not appear to explicitly disclose the contents of 
the ROM nor a processing unit including a virtual machine and an operating system. 

However, Kawaura discloses a ROM which stores program codes, including an 
operating system (Col 4, Lines 14-19). 

Nagamasa and Kawaura are analogous art because they are from the same field 
of endeavor of integrated circuit cards. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art, having the teachings of Nagamasa and Kawaura before him or her, to modify 
the ROM of Nagamasa to include program codes as taught by Kawaura. 

A motivation for doing so would have been to install software on the non- 
rewriteable module. 

Therefore, it would have been obvious to combine Nagamasa with Kawaura to 
obtain the invention as specified in the instant claims. 

3. Claims 4 and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nagamasa and Kawaura in view of Madoukh (US PGPub 2001/0019614). 

In Claim 4, Nagamasa and Kawaura disclose the semiconductor card of its 
parent claim. 

In Claim 5, Nagamasa and Kawaura disclose the semiconductor card of its 
parent claim. Further, Nagamasa teaches semiconductor memory card wherein the 
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internal memory stores a first area table indicating a location and a size of the usage 
area, the nonvolatile memory stores a second area table indicating a location and a size 
of the assigned area (Section [0051], Section [0052], Fig 21). 

In Claim 4, Nagamasa and Kawaura do not appear to explicitly disclose a 
semiconductor memory card wherein the processing unit further comprises: a receiving 
unit operable to receive a security level from the program; and a storage unit that stores 
values for different security levels, bit lengths of an encryption key, and encryption 
methods, the bit lengths and encryption methods corresponding one-to-one to the 
values, the encryption key assigned by the assigning unit is generated based on a bit 
length corresponding to the received security level, and the encryption and decryption 
by the encrypting unit and decrypting unit, respectively, are performed based on an 
encryption method corresponding to the received security level. 

In Claim 5, Nagamasa and Kawaura do not appear to explicitly disclose a 
semiconductor memory card wherein the second area table being encrypted using a 
predetermined encryption key, and the access information is a set of the predetermined 
encryption key and information indicating a location of the second area table. 

However, with respect to Claim 4, Madoukh teaches a receiving unit operable to 
receive a security level from the program; and a storage unit that stores values for 
different security levels (Section [0056]), bit lengths of an encryption key (Section 
[0044], keys with extended lengths), and encryption methods (Section [0044], different 
hashing algorithms), the bit lengths and encryption methods corresponding one-to-one 
to the values, the encryption key assigned by the assigning unit is generated based on 
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a bit length corresponding to the received security level (Section [0045], encryption key 
manager assigns keys per the user session), and the encryption and decryption by the 
encrypting unit and decrypting unit, respectively, are performed based on an encryption 
method corresponding to the received security level (Section [0044]). 

However, with respect to Claim 5, Madoukh teaches an encryption key manager 
(Section [0045]). 

Nagamasa, Kawaura, and Madoukh are analogous art because they are from the 
same field of endeavor of data storage. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art, having the teachings of Nagamasa, Kawaura, and Madoukh before him or her, 
to modify the semiconductor card of Nagamasa and Kawaura to include the encryption 
methods as taught by Madoukh. 

The motivation for doing so would have been to deploy the data security methods 
onto the semiconductor card. 

Therefore, it would have been obvious to combine Nagamasa and Kawaura with 
Madoukh to obtain the invention as specified in the instant claims. 

4. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nagamasa and Kawaura in view of Deo et al (US Patent 5,721 ,781) hereinafter known 
as Deo. 

In Claim 15, Nagamasa and Kawaura disclose the teachings of its parent claim 
and includes a plurality of file systems. 
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Nagamasa and Kawaura do not appear to explicitly disclose a secure level of 
each of the file systems being one of high, medium, and low, wherein a first file system 
whose secure level is high is stored in the tamper resistant module, a second file 
system whose secure level is low is stored in the nonvolatile memory, and the total area 
that is a combination of the usage area and the assigned area composes a third file 
system whose secure level is medium. 

However, Deo teaches an authentication system that utilizes different terminals 
for different security levels (Col 10, Lines 42-67). 

Nagamasa, Kawaura, and Deo are analogous art because they are from the 
same field of endeavor of semiconductor card transactions. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art, having the teachings of Nagamasa, Kawaura, and Deo before him or her, to 
modify the semiconductor card of Nagamasa and Kawaura to include the authentication 
system as taught by Deo. 

The motivation for doing so would have been to assign different security levels to 
data for the purpose of storing the data in different locations. 

Therefore, it would have been obvious to combine Nagamasa and Kawaura with 
Deo to obtain the invention as specified in the instant claims. 

Response to Arguments 

Applicant's response filed 4 December 2007 based on Office Action mailed on 4 
September 2007 has been fully considered below. 
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Claim Rejections under 35 U.S.C. §1 02(e) 

Applicant traverses examiner's rejection and submits that the prior art of record 
fails to disclose every limitation as recited in Claim 1 . 

Applicant submits that the prior art of record clearly does not include a virtual 
machine and an operation system, and further, that the program on the EEPROM 162 is 
clearly not a program that is executed by a virtual machine included in the controller 
chip 120. Applicant's arguments with respect these limitations that the processing unit 
does not include a virtual machine and an operation system have been considered but 
are moot in view of the new ground(s) of rejection. 

Applicant submits that the prior art of record fails to disclose "when requested by 
the program, the processing unit is operable to (i) assign an area in the nonvolatile 
memory to the program". As noted by the applicant, the controller chip causes data that 
is to be transferred to the IC card chip 150 to be temporarily stored in the buffer area 
2114 of the flash memory chip 130. The IC card chip 150 is coupled to flash memory 
chip 130 via the controller chip. Therefore, the examiner respectfully disagrees with 
applicant's assessment that the prior art of record fails to teach the limitation. 

Applicant submits that the prior art of record fails to disclose "when requested by 
the program, the processing unit is operable to (ii) generate, on the internal memory of 
the tamper resistant module, access information for the assigned area, the usage area 
and the assigned area comprising a total area for use by the program". The applicant 
further notes clarity on what the examiner believes corresponds to "generate access 
information for the assigned area". The examiner's position of the scope of the 
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limitation based on the wording of the claim language may include a simple read 
command issued by the processing unit to the "assigned" area. Section [0052] of the 
prior art of record teaches "The size in which the data cannot be transmitted in the lump 
to the IC card chip is a size exceeding a permissible data size of the IC card command." 
The prior art of record teaches a command from the processing unit to retrieve data 
from the "assigned" area (or flash memory chip). 



Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ERIC LOONAN whose telephone number is (571)272- 
6994. The examiner can normally be reached on Monday-Friday, 7:30am-5:00pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Reginald Bragdon can be reached on (571) 272-4204. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Eric Loonan/ 
Examiner, Art Unit 2189 

/Reginald G. Bragdon/ 

Supervisory Patent Examiner, Art Unit 2189 



